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Security in
Cloud Foundation

Inherent Trust

Visibility into, and control of, the entire 

infrastructure stack is very important.

Replace trust with continuous verification.

Be Secure, Faster

All the capabilities you need to succeed,

turned on and ready to use, flexible to meet

any workload or environment’s needs.

Recover Quickly 

Resilience has always been the primary feature of 

VMware infrastructure, whether you face a failed 

application upgrade or a natural disaster.
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CIA Triad: Core Tenets of Information Security

Confidentiality

Protecting systems & data 

from unauthorized people 

& groups

Integrity

Preventing modification of 

data by unauthorized 

groups & systems

Availability

Ensuring that data is 

available to authorized 

parties when needed
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Layered Defenses
VMware Cloud Foundation 9.0
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Whole-Stack Lifecycle
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performance, availability, 
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Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
1616
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Security Hardening & 

Compliance Resources

https://brcm.tech/vcf-security
https://github.com/vmware/vcf-security-and-compliance-guidelines/
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Baseline Security Hardening Guidance
Security Configuration Guides

Guidance that is 

easy to use and 

understand for

VCF components

Filterable based on 

component, feature, 

version, and risk

Standardizes checks 

across components

Maps additional 

regulations and  

differences
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US Department of Defense Guidance (DISA STIG)
Security Configuration Guides

DISA-published 

STIGs for direct US 

DOD compliance

STIG Readiness 

Guides: what has 

been submitted to 

DISA for approval

Automation 

capabilities via 

Powershell & 

InSpec to make it 

easy to pass audits
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Understand Specifically How VCF Features Help
Product Applicability Guides & Kits for Regulatory Compliance

Know which 

features of VCF 

apply to a specific 

regulatory 

requirement.

Aids auditor 

understanding of 

VCF features.

Speeds design 

work and audits, 

making everyone 

happier.
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Multiple Compliance Standards? No Problem.
Secure Controls Framework Mappings

SCF is a terrific 

open-source meta-

framework for 

regulatory 

compliance

Crosswalk between 

100+ compliance 

standards

We’ve mapped VCF 

capabilities & 

baseline guidance to 

security controls 
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Lots of Other Security & Compliance Information
https://github.com/vmware/vcf-security-and-compliance-guidelines

Vast Q&A for product 

capabilities

Regulatory 

compliance 

information

SCG & sample code 

for automation

Advisory Q&A

A growing “one-stop 

shop” for all things 

VMware security
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Thank You!
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