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Be Secure, Faster

All the capabilities you need to succeed,
turned on and ready to use, flexible to meet
any workload or environment’s needs.

Inherent Trust

Visibility into, and control of, the entire
infrastructure stack is very important.
Replace trust with continuous verification.

Recover Quickly

Resilience has always been the primary feature of
VMware infrastructure, whether you face a failed
application upgrade or a natural disaster.



CIA Triad: Core Tenets of Information Security

Confidentiality Integrity Availability
Protecting systems & data Preventing modification of Ensuring that data is
from unauthorized people data by unauthorized available to authorized

& groups groups & systems parties when needed
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Resilience Woven Throughout VMware Cloud Foundation

Dependency Continuous Automated Data-at-Rest Process Network Detection Workload High Redeploy Delta-Based
Mapping Monitoring Patching Encryption Sandbox & Response Mobility Availability Applications Failback
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Layered Defenses
VMware Cloud Foundation 9.0
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Secure Boot
Hardware TPM

Reliable Memory

Confidential Computing

Intel TXT

Hardware
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Code Signing
Encrypted Configuration
Lockdown Mode

Hardware Vulnerability Protection

VM Sandbox

Memory Zeroing

Secure Boot
Hardware TPM
Reliable Memory
Confidential Computing

Intel TXT

Hypervisor
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Host Attestation

Role-Based Access Control
VM & vSAN Encryption

Identity Federation

vMotion, DRS, HA, FT

vCenter
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Data Protection
Encryption at Rest
Encryption in Transit

Stretched Clusters

Granular, Flexible
Fault Protection Policies

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom. 10

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



VvIPM

Replication & Snapshots
Virtualization-Based Security

Confidential Computing

High Availability

Workloads
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Whole-Stack Lifecycle

Configuration Drift
Management

Centralized Certificates,
Identity Configuration

Managed Password Rotations

Operations
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Secure Boot
Hardware TPM
Reliable Memory
Confidential Computing

ntel TXT
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(3 VMware Cloud
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(3 VMware Cloud
£~ Foundation® Automation

@ VMware

Live Recovery”

2N, VMware
Il vDefend™

14



Continuous monitoring of
performance, availability,
security status & events
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ﬁ VMware Cloud
2 Foundation® Operations

(3 VMware Cloud
£~ Foundation® Automation

@ VMware

Live Recovery”

2N, VMware
Il vDefend™
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ﬁ VMware Cloud
2 Foundation® Operations

(N

Governance, standardization, (3 VMware Cloud
and workflow £ Foundation® Automation

@ VMware

Live Recovery”

2N, VMware
Il vDefend™
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ﬁ VMware Cloud
2 Foundation® Operations

(N

Powerful & flexible VMware Cloud
RIS € R @ Foundation® Automation

@ VMware

Live Recovery”

2N, VMware
Il vDefend™
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ﬁ VMware Cloud
2 Foundation® Operations

(N

Deep, scalable (3 VMware Cloud
A

network-based detection & . o .
protection capabilities N2 Foundation® Automation

@ VMware

Live Recovery”

2N, VMware
Il vDefend™
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Security Hardening &
Compliance Resources

https://brcm.tech/vcf-security

https://github.com/vmware/vcf-security-and-compliance-guidelines/
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Baseline Security Hardening Guidance
Security Configuration Guides

“

File Home Insert Pagelayout Formulas Data Review View Automate Help  Acrobat |F‘Cummems\
~

Al Vo Jfr~  VMwarevSphere Security Baseline

VMware vSphere Security Baseline : ) : ’ i i ; i G u id a n Ce th at iS

Version 803-20240813-01. Visit https://bit.ly/vcf-scg for the latest version.

1
2
3 |See the included documentation for important guidance and instructions. easy to u Se a n d
4
Product Product Version Component Component Version Feature/Function Implementation Priority Description/Title d e Sta d fo
[~ " g g o g unaer n r
esxi-8.account-auto-unlock-time VMware vSphere 8 VMuware ESXi 8.0.3 Base P2 The ESXi host must unlocl
‘ components

esxi-8.account-deui VMware vSphere 8 VMware ESXi 8.0.3 Base PO The ESXi host must deny ¢

: Filterable based on
, esxi-8.account-lockout VMware vSphere 8 Viiware ESXi 8.0.3 Base ) The ESXi host must lock a CO m po n e n t ’ featu re ,

esxi-8.account-password-history VMware vSphere 8 VMware ESXi 8.0.3 Base P2 Configure the password h

9 version, and risk

esxi-8.account-password-max-days VMware vSphere 8 VMuware ESXi 8.0.3 Base P2 The ESXi host must be cor

10

N | Standardizes checks
. across components

Maps additional
esxi-8.account-vpxuser VMware vSphere 8 VMware ESXi 8.0.3 Base Advanced The ESXi host must deny ¢ re g u I ati O n S a n d
differences

12 v
< > == System Design System Design - Changes Hardware Configuration Hardware Config - Changes Controls Controls - Changes + 4 O >
Ready 1% Accessibility: Good to go B B -——t 10m

vmware
Broadcom Proprietary and Confidential. Copyright © 2025 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

20



US Department of Defense Guidance (DISA STIG)

Security Configuration Guides

LOGIN w

Vmwa re Products Solutions How To Buy Resources Q

by Broadcom

DISA-published
STIGs for direct US
Solutions > VMware Security and Resiliency » STIGs DOD com pllance

STIG Readiness

Guides: what has
been submitted to
DISA for approval

Security Technical
Implementation Guides

STIGs are proscriptive, detailed, and comprehensive
hardening guides for US Department of Defense (DOD)
systems, based on DOD and NIST requirements.

LEARN MORE

Automation
capabilities via
Powershell &
InSpec to make it
easy to pass audits
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Understand Specifically How VCF Features Help
Product Applicability Guides & Kits for Regulatory Compliance

vmware

by Broadcom

EU Digital Operational
Resilience Act

Product Applicability Guide for
VMware Cloud Foundation 5.2

December 12, 2024

Key Functional Categories

Access Control

WMware Cloud Foundation (VCF) integrates with third-party Privileged Access Management (PAM) solutions and identity
providers through APls, supporting both on-premises and cloud-based authentication for user and programmatic & The
platform enforces granular permissions through role-based access control (RBAC) while ViMware vDefend Firewall capabilities

manage network access controls

Relevant Framework & Article

« VMware vDefend Distributed Firewal
« VMware vDefend Gateway Firewal
Cross Reference

= MIST 800-53RS: AC-1, 1A-1

= SCF 2024 3: IAC-01

API, Ecosystem, and Integration

WMware Cloud Foundation (VCF) provides extensive APl integration support for third-party tools such as IT asset
management {(ITAM), configuration management databases (CMDB), and security assessment tools

The VMware Aria and VMware vDefend product suites deliver security assessment and continuous monitoring functionality

Security teams can generate custom reports, export data, and automate tasks using product interfaces, PowerCLI, and APls to
maintain security and compliance reguirements.

Relevant Framework & Article

- DORA: Article 41,42, 43 54 84, 85,86 91,92 23 251,252,253
Key Components:

+ VMware Cloud Foundation (Core)

« VMware Aria Operations

+ VVMware Aria Operations for Logs

+ VMware Aria Operations for Networks

* VMware vDefend Distributed Firewall

« VMware vDefend Gateway Firewa
Cross Reference

«+ NIST 800-53R5: CM-8, CM-8(1), PL-1, RA-S

« SCF 2024 3: AST-011, AST-02, AST-02.1, CPL-01, CPL-01.2, OP5-01, VPM-06

vmware 5

by Broadcom

Know which
features of VCF
apply to a specific
regulatory
requirement.

Aids auditor
understanding of
VCF features.

Speeds design
work and audits,
making everyone
happier.
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Multiple Compliance Standards? No Problem.
Secure Controls Framework Mappings

12 v i Jfx - Steering committee
Possibla Solutions & Possible Solutions & Possibla Solutions & Possibla Solutions & Possible Solutions &
P SCFControl Sacurs Controls Framework (SCF) Evidonce Roquestlist  Considerations Considerations Considerations Considerations Considerations B .
Control Description (ERL)# Micro-Small Business (<10staff)  SmallBusiness {10-43staff)  Medium Business {30-243 staff)  Large Business (250-583 statf) Enterprise (> 1,000 staff)
= = ] BLS Firm Size Classes 1-2 BLS Firm Size Classes 3-4 BLS Firm Size Classes 5-6 BLS Firm Size Classes 7-8 = BLS Firm Size Class 8
the f - g2 - Cybersecurity |- C ge-C Steeringcommittea Steeringcommittee Staeringcommittes Doesthe organization facilitate the implementation of
Cybersecurity @ | Cybersecurity & Data cybersecurity & dats protection gavernance cantrols. & Data Protection Program (CDFF) |& Data Protection Program (CDPF) |- ComplianceForge - Digital ComplianceForge - Digital ge- Digital &dsta protection
o reacaon | Fesaston Gonrrance | SGan B com comy - |oscmyrrogamosrl s remosn)
Governance Program - -com| -com P eom)
Comp g2 - G = ge-C:
2 Diata Protantion Broecam IGNES |8 Data Broteation Proeram (GHEE
d iy, data Third Third-pa {subject i dvisary i i hvisary Steeringcommittas /advisory | Doesthe organization coordinata cybersecurity, data
Cybersasurity & protaction and business alignment through a stearing matter experts) matter experts) board board board protaction and business alignment through a stearing
Data Frotection Steering Committes & GOV.01.1 |Semmittes or advisory board, comprised of key E-GOV-02 committee or advisory board, comprised of key
Governance Program Oversight cybersecurity, data privacy and business executives, data privacy and 3
8 wihich mestsformally snd on a regular basis, vihich mests formally and on a regular basis?
ta pravide sight EERELY Quarterl (QBR) (- Quarterl (QBR) |- Quarterly Business Review (QBR) |- Quarterl (QBR) |- Quarterl (Q8aR) rganization provide governance oversight
e B
Data Protaction stz Reporting To Gov-01.2 -
Governance Gouerning Body materialto the organization's cybersecurity & data E-GOV-04 materialto its ybersecurity & data protaction
protestion program. E-GOV-05 program?
4 E-GOV-08
Machanisms exist ta establish, maintain and Compli o < - Compl ge - Digital [ g=- Digital ComplianceForge - Digital Doesthe organization establish, maintain and
Cybarsacurity & | Fublishing Cybersscurity disseminate oybersecurity & data pratection policies Eerm & Data Protection Frogram (COFF) |& Data Frotection Frogram (CDFF) [Security Frogram (DSF) Security Frogram (DSF) Security Frogram (DSF) disseminate oybersecurity & data pratection policies
Duts Protection £ Data Protection GOv.pz |stendardsand procedures T s m)  |standards and procedures?
Governance Documentstion g SCFConnect SCFConnect ComplianceForge - Cybersscurity | - ComplisnceForgs - Cybersacurity
5 com com) & Data Protaction Program [CDPP) | & Data Prataction Program (CDPP)
Mechanisms exist to prohibit exceptions to ™ Governance, Risk & Campl Risk & Compli ganization
Cyparsscurity & standards, sxcept when the axcaption has besn process process process (GRC) solution (GRG) solution standards, sxcept when the axcaption has besn
Dot Protection | Exception Manas Sov-021 for riski T SCFGonnect Govarnance, Risk & Compliance |- Governance, Risk& Compliance |- SCFCannest SCFConnest for riski dand
Governsnce recorded (https://sefconnect.com) (GRC) solution (BRC)solution (hrtps: com) (httpsaft com recorded?
- SCFConnect SCFConnect
6
tareview th ity & data - Human reviews - Human reviews Human reviews. Human reviews, Human reviews Doesthe organization review the cybersecurity & data
Cybarsecurity & | Pariadic Review & Update privacy program, including policies, standards and - Dogurr hang L = L = ! hange cantral |- D hang L |privacy program, including policies, standards and
Data Protection | ofCybersecurity&Dsta | GOV.03 |Procedures, stplanned intervals or if significant T procedures, st planned intervals or f significant
Governanca Protaction Program e to e to
= adequscy and affectivaness. acsquscy and affectivaness?
E-FRS-01 Third-party advizors (e . virtual |- Third-party advisors (e.g., virtusl |- Ghiafinfor ty Officar |- G ity Officar |- Chisf Information Sacurity Officar | Doas the organization assign ona or mora qualifisd
Cybersecurity & | Assigned Cybersecurity & d EHRs-05 C150, Managed €150, Managed (clso) (ciso) (cisoy dresources
Dot Frotection Data Frotection Gov.g4 |sentraly-manags. coordinste, develop, implement E-HRS-06 Providar (MSSP), ate.) Providar (MSSP), ato.) manage, coordinate, develop, implement and maintain
Governance Respansibi |and maintain an enterprise-wide cybersecurity & E-HRS-07 an enterprise-wide cybersecurity & data protection
data protection pragram. E-HRS-08 rogram?
P prog prog
8 £ HAS-09
taant - Documented roles and - Documented roles and Documented rales and Documentad rales and Documented roles and Dogs the organization enforce an accountability
Cybersecurity & structure so that appropriate teams and individuals respansibilities structure so that appropriate teams and individuals are
Dats Protection Stekeholder GOV.04q |8 #mpowered, responsible and trained for mapping, E-HRS-15 empowered, responsible and trained for mapping,
8 a8
. risks. risks?
o o o o Organization chart Doas the organization establish an authoritativa chain
Cybersecurity & witholear witholear
Data Frotection Authoritative Chain of GOV.042 |remove ambiguity from individuals and teams related E-HRSA5 remove ambiguity from individuals and teams related
Governance Command to managing data and technology-related risks. to menaging data and technology-related risks?
10
Meachanisms exist ta develop, repart and manitar - Manually g dmetrics - Manually-g dmetrics Manually-g d metrics Manually-g d matrics Manually-generated matrics Doesthe organization develop, report and manitor
Cybersecurity & &data privacy program Governance, Risk & Compliance |- Governance, Risk& Compliance |- Gavernance, Risk & Compl Risk & Compli &data privacy program
st Protection P B (GRC) solution (GRC) solution (GRC) solution (GRG) solution performanca?
Governance
11
Machanisms exist ta devalop, report and monitor Key Manually-g: dmetrics Manually-g: dmetrics Manually g dmetrics Manually-g: dmetrics Manually-generated matrics Dozsthe organization develop, raport and manitor Kay
< > SCF Domains & Principles  Authoritative Sources  SCF 2025.1 Evidence Request List 20251 J Data Privacy Mmt Principles JENe= =Ml e e Ml vists | + T
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SCF is a terrific
open-source meta-
framework for
regulatory
compliance

Crosswalk between
100+ compliance
standards

We've mapped VCF
capabilities &
baseline guidance to
security controls
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Lots of Other Security & Compliance Information

https://github.com/vmware/vcf-security-and-compliance-guidelines

= O vmware / vcf-security-and-compliance-guidelines

¥ main ~ ¥ 1Branch © 0Tags

features-capabilities
ransomware-resources
regulatory-compliance
security-advisories
security-configuration-hardening-guide
security-design

[ .gitignore

[ CODE_OF_CONDUCT.md

[® CONTRIBUTING_CLA.md

[ LICENSE.md

[ LINKS.md

[ NOTICEmd

3 README.md

3 SECURITY.md

== vcf-security-and-compliance-guidelines  pubiic

° plankers Mapping FIPS validations to products in VCF 5.2.1

<> Code () lIssues [ Pullrequests () Actions @ Security | Insights 3 Settings

<7 Edit Pins «

Q Goto file t Add file ~

f80792e - 53 minutes ago
Mapping FIPS validations to products in VCF 5.2.1
Added Symantec incident response services information.
Added brem.tech/vef-compliance links.

Updated security advisory mailing list information.
Changing bit.ly links to brem.tech.

Changing bitly links to brem.tech.

Initial content migration.

Initial content migration

Initial content migration.

Update and rename LICENSE to LICENSE.md

Updated security advisory mailing list information.
Rename NOTICE to NOTICE.md

Added brem.tech/vef-compliance links.

Update SECURITY.md

Q Type[/] to search 8 - + ~ (@1

& Unwatch 10

O 116 Commits

53 minutes ago
3 months ago
last month
last month

2 months ago
2 months ago
4 months ago
4 months ago
4 months ago
4 months ago
last month

4 months ago
last month

4 months ago

Y Fork 2 - Starred 31 -

About €

Security, compliance, and operational
resilience resources applicable to VMware
Cloud Foundation and VMware vSphere.
This repository is an official VMware
repository managed by Broadcom staff.

& brem.tech/vef-security

Readme

View license
Code of conduct
Security policy
Activity

Custom propertieg]

31 stars '

O 2D <+ 3@ B

10 watching

il:
([
¥ 2 forks ° |.

Report repository

Contributors 3

° plankers Bob Plg

ues vmwghbot VM

B i

vmware
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Vast Q&A for product
capabilities

Regulatory
compliance
information

SCG & sample code
for automation

Advisory Q&A

A growing “one-stop
shop” for all things
VMware security
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QBROADCOM Products Solutions Support and Services Company How To Buy

Support and Services / VMware Services

VMware Security Advisories

VMware Security Advisories document remediation for reported security vulnerabilities.

Product Area

VMware Cloud Foundation
Tanzu
Application Networking and Security

Software Defined Edge

Products Solutions Support and Services Company How To Buy
Copyright ©@ 2005-2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadeom Inc. and/or its subsidiaries.

Accessibility Privacy Site Map Supplier Responsibility Terms of Use
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Print = Share Page @

Sign up for security alerts
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